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Annual 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2008.

Date filed: February 4, 2009

Name of company covered by this ceriification: BTC, Inc.
Form 499 Filer ID: 821922

Name of signatory: Megan Badding

Title of signatory: CSR/Sales/Marketing Manager

1, Megan Badding, certify that | am an officer of the company named above, and
acting as an agent of the company, that | have personal knowledge that the company
has established operating procedures that are adequate to ensure compliance with the
Commission's CPNI rules. See 47 C.F.R. § 64.2001 et seq.

Aftached to this certification is an accompanying s;tatement explaining how the
company's procedures ensure that the company is in comialiance with the requirements
set forth in section 64.2001 et seq. of the Commission's rules. See altached

accompanying statement of operating procedures.

The company has not taken any actions (proceedings instituted or petitions filed
by a company at either state commissions, the court s;/.stem, or at the Commission
against data brokers) against data brokers in the past year.

The company has not received any customer complaints in the past year

.

concerning the unauthorized release of CPNI. ‘

The company currently has no information with respect to the processes
pretexters are using to attempt to access CPNI. At this time, we have not encountered
known pretexting. Our protective measures against pretexters are outlined .in the
accompanying statement of operating procedures. ‘

Signed: ﬁﬂ%ﬁﬂ%@%




Attachment: Accompanying Statement of Operatmg Procedures

Per the FCC CPNI rules [47 CFR §64.2009(e)] and as referenced in the attached signed
certification, BTC, Inc., herein referenced as the Company hereby certifies that the
Company {and its affiiates) is in compliance with the FCG CPNI rules and has ouliined

some of the important operating procedures below in order to ensure the Company's
compliance in the protection of CPNI:

1.
2.

CPNI file has been updated in order to account for all FCC CPNI rules, including the
recent revisions, and has been adopted by our Company.

CPNI Compliance officer has been designated to oversee all CPNI duties, training, and
activity

a. Established an outbound marketing supervisory review process for the use of
CPNI

b. Records are maintained for any marketing campaigns that utilize customers'
CPNI for a minimum of one year

Employees have been trained on when they are, and are not, authorized to use or
disclose CPNI

a. Disciplinary process has been defined and is in place for violations and/or
breaches of CPNI

Carrier authentication requirements have been met

a. Al customer during a customer-initiated telephone call are authenticated as
being an authorized account contact before discussing CPNI (non-call detail)

b. Call detail is only released to customers dunng customer-initiated telephone
contact only by the following FCC approved methods for the release of the
requested call detail: BTC, Inc. does not use password method.

1. Sending the requested detail to the address of record (only a physical or
email address associated with that particular account that has been in
our company files for at least 30 days)

ii. Calling the customer back at the telephone of record (only disclosing if
the customer was authenticated as bemg an authorized account contact)
iii. Having customer come in to Compaqys office and provide a valid
government issued photo ID
Notice to customer of account change as customers gre notified immediately when a
customer creates or changes one of the following:

a. authorized user

b. address of record

¢. customer response to a back-up means of authenttcatlon

Notice of unauthorized disclosure of CPNI, a nofification process is in place in order to
notify both law enforcement and customer(s) in the event of a CPNI breach within the
timeline specified by the FCC

Opt-out method for approval of CPNI use for marketing campaigns is utilized

a. Customers are nofified annually of their rights for the use of their CPNI in
marketing campaigns

b. New customers are notified of the opt-out procedure as a part of the customer
sign-up process

c. Billing system displays customer's opting status

d. Compliance officer retains CPNI notifications and opting records for at least two
years

Additional protection measures are taken above and beyond the current FCC CPNI rules

a. Company takes reasonable measures to discover and protect against activity
that is indicative of pretexting

b. Company maintains security of all CPNI, including but not limited to:

i. Documents containing CPNI are shredded
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Policy and Procedures Qoveming
Customer Proprietary Network Information




Introduction

Statement of Company Policy-

Under applicable federal and state laws, BTC, Inc. d/b/a Western lowa Networks,
(the “Company™) has a duty to protect the confidentiality and proprietary information of,
and relating to, customers, other telecommunication carriers, and equipment
manufacturers. To ensure full compliance with these laws and regulations, including,
specifically, the rules of the Federal Communications Commlssmn governing customer
proprietary network information (“CPNI”), this Manual sets forth in detail the policy and
procedures of BTC, Inc., d/b/a Western Jowa Networks governing the use, disclosure,
and provision of access to such proprietary information.

Statement of Company Policy

*#*% Each employee of the Company is required to protect the confidentiality of
Customer Proprietary Network Information (CPNT) and* shall comply with all
policies and procedures set forth in this Manual.

**% Any violation of or departure from the policies and Iproce:dures set forth in this
Manual shall be reported to the Company’s CPNI Comﬁliance Officer.

*#** Any failure to comply with the policies and procedures set forth in this Manual

shall result in disciplinary action including, but not hmlted to, suspensxon and/or
termination of employment. ,

A e o et




The policies and procedures set forth in this manual apply to all Employees,
Officers, and Board Members/of
BTC, Inc., d/b/a Western Iowa Networks.

1. Definition CPNI- Customer Proprietary Network Information

A. Includes personally identifiable information gerived from a customer’s
relationship with a wireline or wireless telephone company. Every
telecommunications carrier has the duty to p}otect the confidentiality of its
customers’ CPNI. :

B. Information contained in the billings pertainjng to telephone exchange
service or telephone toll service received by a customer of a carrier. CPNI
includes highly-sensitive personal informatign such as phone numbers
called by a consumer; the frequency, duratiop, and timing of such calls,
and any services purchased by the consumer; such as call waiting.

2. Account Information- Account information that is specifically connected to the
customer’s services relationship with the carrier, including such things as an
account number or any component thereof, the telephone number associated with
the account, or the biil’s amount. :

3. Address of Record- An address of record whether pdlpstal or electronic, is an
address that the carrier has associated with the custOfner’s account for at least 30
days. . .

4, Call Detail Information- Any information that pertains to the transmission of
specific telephone calls, including, for outbound callTs, the number called, and the
time, location, or duration of any call and, for inbound calls, the number from
which the call was placed, and the time, location, anéi duration of any call.

5. Telephone number of record- The telephone number associated with the
underlying service, not the telephone number supplicd as a customer’s “contact
information” . '

6. Valid Photo ID- A valid photo id is government- isl‘;sued rﬁeans of personal
identification with photograph such as drivers license, passport, or comparable ID

that is not expired. |
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1.

AlkenlonNemis

Confidentiality of CPNI

The company may only use, disclose, or petmit acce;ss to mdwldually identifiable
CPN]

as required by law
b. with the approval of the customer; or
c. in prov1dmg the telecommunication service ﬁ'om which the CPNI is
derived or in providing services necessary to or used in, providing such
telecommunications service.
Disclosure upon Request by customers. The company shall disclose CPNI, upon

affirmative written request by the customer, to any person designated by the
customer,

Conduct Expressly prohibited by tﬁe Company

. The following are expressly prohibited by the Company:

a. Sale or possession of CPNI | .
b. Use of CPNI to track customers’ use of competitors’ services

. Any violation of this section shall be grounds for immedjate termination of

employment and, as applicable, referral to federal and/or state law enforcement
authorities for further action. The Company may, however, in its discretion take
alternative disciplinary action against any employee, officer, or board member of
the Company found to have violated this section. '

Permitted uses and Disclosures of CPNI

The company may use CPNI obtained from its custaners, either directly or
indirectly through its agents. :
a. To initiate, render, bill and collect for telecommunications services.
b. To provide marketing, in compliance with FCC guidelines
c. To protect the rights or property of the Company, or to protect users and
other carriers from fraudulent or illegal use of or subscription to, such
services.
d. For provision of information services
e. In its provision of maintenance and repair seITvices '

\
|
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Company Policies and Procedqres

. Unauthorized Use of CNPI- The Company tegards any unauthorized or

improper use, disclosure or access to CPNI as a senous offense, and will take

appropriate disciplinary action, which may include suspenswn and/or termination

of employment. '

. Customer Request for CPNI-

a. CPNI may be disclosed only to the customer or a third party designated by
the customer to receive the customer’s CPNI. The Company requires all
employees to ensure that the person requesting CPNI is authorized to
receive such CPNI. The Company requires authentication of a customer’s
identification prior to the release of CPNI oq customer initiated telephone
contacts or in-store visit."

b. The Company will disclose call detail on a chstomer initiated call only by
sending the call detail to an address of record, calling the customer at the
telephone or record, or if customer brings in @ valid TD into one of our
locations. !

¢. If the customer is able to provide call detail information to the Company’s
employee during a customer-initiated call without the Company
employee’s assistance then the employee is permitted to discuss the call
detail information provided by the customer.!

d. The Company will disclose non-call detail CPNI on a customer-initiated
call if the customer provides identity authentjcation; Identity
authentication may include last four of social security number, address,
and telephone number. I

. Notice to Customers of Account Change- The Company will notify the
customer immediately when the following are created or changes (1) back up or
forgotten passwords (2) the address of record (3) adc[[mg additional users to

account. |

. Records of Disclosure of CPNI- The Company shah maintain a record of its own
or any affiliates sales and marketing campaigns (if y) that use their customer’s
CPNI. The Company’s Sales and Marketing Manager is responsible for
maintaining this record, which shall include a description of each campaign, the
specific CPNI that-was used in the campaign, and what products and services
were offered as part of the campaign. This record shall be kept for a minimum of
one year. |

AT lon N




-

. Duty to report violation or departure from CPNI|P0]1cles and Procedures

Manual- Each employee, officer, or board member of the Company has an
affirmative duty to ensure compliance by the Company of the requirements under
federal and state law governing the use of CPNI. Any employee, officer, or board
member of the Company who knows of or has reason to believe that a violation of
or departure from the policies and procedures set forth in this Manual has
occurred or will occur shall immediately notify youd immediate Manager,

Executive Officers, or CEQ, or any member of the oard of Directors if the CEO
is the subject of the suspected violation.

. Notice to Law Enforcement of Unauthorized Dis&losure,of CPNI- The

Company must notify law enforcement of a breach <+f its customer’s CPNI no

later than seven business days after a reasonable determination of a breach by
sending electronic notification through a central repi g facility to the United
States Secret Service (USSS) and the Federal Bureau of Investigation. The
Company will not notify customers or disclose the breach to the public until 7 full
days have passed after the notification to the USSS and the FBI except as
provided in FCC guidelines. The Company will maintain a record of breaches
discovered, notifications made to the USSS and the FBI and notifications made to
customers. The record will include, if available, datés of discovery and
notification, a detailed description of the CPNI that was the subject of the breach
and the circumstances of the breach. The record mu§t be retained for 2 years.

. Employee annual certification/training-All emplo ees of the Company shall be

given a copy of this Manual. All employees are required annually to review the
manual and to certify in writing that he or she under$tands and will adhere to the
policies and procedures in this manual. .

|

. Annual Certificate of Compliance- The Company’s Officer of Compliance shall

annually sign a CPNI compliance certificate stating that the officer has personal
knowledge that the Company has established policies and procedures that are
adequate to ensure compliance with the FCC’s CPNI rules.

AWl ot i




Customer Proprietary Network Information (CPNI) Rules and
Training j

Employee Acknowledgement:

I understand that if BTC, Inc. determines that I have violated the CPNI rules, I
may be subject to disciplinary action up to and inclq‘djng termination of
employment. I understand and agree to comply with the CPNI rules in all

respects, and I will contact my Department Manageﬁ if I have questions regarding
these rules.

I acknowledge that I have received CPNI training and received a copy of the
manual on BTC, Inc.’s Policies and Procedures Governing Customer Proprietary '
Network Information (“Manual”®), I understand the content of the training and the

manual, I understand and agree to comply with all tgects of the training and

manual, and I will contact my Department Manager if I have questions regarding

the training or the manual. '

Employee Signature Date ; ,
Printed Name of Employee ‘




Training CPNI 2008:

1. March 26", 2008- A staff meeting was held and we had {aur annual CPNI training,

Compliance Officer, Megan Badding handed out our CPNImanuals and trained staff our
company’s policies and procedures governing CPNI. Staff was given an

acknowledgement that they were trained and fully unders

to be turned back into our HR department and kept on file.

ds CPNI, These forms are




Notification to our Customers 20|08-

1. February 2008- Opt out notifications were sent to all ouricustomers. We put our 800
number and an email address if customers wanted to opt ouf. If we are notified that a

customer would like to opt out we will set an alert in out ogeraﬁng system, When CSR

pulls that customer’s account up an alert will pop up stating “Do Not Market™ Insert
attached.




'

Customer Proprietary Network Information
Special Notice Regarding Your Account Information
1

Breda Telephone Corp. and subsldiaries dfb/a Western Iowa
Networks (WIN) knows the impormnce of personal |privacy to our
customers, WIN keeps afl account information strictly confidential
to the fullest extent possible and uses industry-accepred technology to
safeguard customer dara. Recent changes in federal law concerning
telecommunications companies regulate the use of account
information to selecrively marker specific products and services to
specific customers. |

|

To what kind of information are we refer:ij,ng? :
This information, legally referred to as Customer P:oprl‘emry Nerwork
Information (CPNI) includes data such as which long dlistance carrier
you have choscn, what calling features you use and| which calling
plans, if any, to which you may be subscribed.

|

|
Who uses this information and is it protected?
Only WIN can see or use this information. It is never released to
outside companies. You have the tight, and we have the duty under
federal law, 1o protect the confidentiality of this rype of informarion.

|
‘What do I need to do? , .
No action on your part is necessary unless you wish to|resuricr WIN's
use of this type of Information to conmet you for the purpose of
mailoring our secvice offerings to your individual needs. Should you
wish to restrice use of your CPNI, please call us ac 888-508-2946 or
send an e-mail to cpnidata@westianet.com with your tequest within
30 days of receipt of this notice. Restricting CPNI !‘uy make. you
ineligible to receive information from WIN about new products and
\

services, promotions and packaged offerings. ‘

How does this affect services I receive?
Whatever you decide will not affect the provision of :‘ny services to
which you subscribe. Your approval or dential for use|of CPNI will
remaln valid until you tell us otherwise, Again, we paly use your
account information to marler other telecommunications services and
products the company offers and no action is required on your part
unless you wish to restrict our use of your CPNI. You will still receive
monthly bill Inserts, quarterly newsletters and other publications that
are sent to all customers at the same time, so that you are kept up to
date on what is happening in the company. ‘

\
We look forward to being able to serve your telecorp needs more
efficiently with new and existing produces and servicc.T based on the
informarion we know about your account. .

1-888-508-2046
One Co .
AT 1 G o i
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CPNI Certification Memo

Date: March 1%, 2008
To: Megan Badding
From: Denise Webber
RE: WINwireless

t hereby certify the attached targeted marketing pieces:

i
|
t
\
|
|
\
i
t

o Westem o Netro

AOne Company. Local Choice, Local S?rvice'.
\

J

s

|
|
|
|
|

Bill insert Bill Message

x r
Direct Mail Piece Suggestive Marketing Message
eMail Message Qther:

from Western fowa Networks and/or one of its subsidiary co
The Federal Communications Commission (FCC) Order 07-22
was used without the customer’s approval.

mpanies is in compliance with
. No use of customer CPNI

‘ U
Megan Badding

Western lowa Networks CPNI Compliance Officer




WiNwireless March 2008 Direct Mal

'Flnally hlgh speed [nternet is now

available to our dlal—up:customers'

No modems, no equiment to rent -
or purchase, no more waiting!

;%;tanda#d insiailatio'n'; .’.39@
Get it today!
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Winwireless June 2008 Direct Mail

;ﬂfﬁffbrdablé, -high Qp@@d
Internet ie now available in
Your area. |

‘Internet Terms and Cenditions

WINwirdew it avalable in lirsited rural ‘areas. Cormnection Lo this
rtrvice and speods up 1o IMB ere i
 Gepervling on yone location, Thstance f
#nch as ochér biidings wnd wees may he facrors in decérmining yorr
“elighilicy. A 1 month cowtzact i reigived with the firs mohthand coit
- of installation dtte at ime af pirchpe. Scandard ineralaricr inclod us ll
necoeesnry equipment for's basic snstall which inchides | c:-se
 vhiclded cible, basi¢ oiouniing bratker and in kné 1urge preteceor. Am
- insealincion sequisiny additienl ynicrial o7 sdditionial distance hcmnwnll Lmh:-scd xww co
WIN srrvices auy only be wied Loe Lwl pstpaien. Tk iskaisisg LS. ot gulations i eaprassty
- Torbidden, WLN sosciess 1o exirral ove tie sosieniv 'of information p-tsma du\-ugb itd epimans, Addirionally, no warransies
o meiy kind, whethir eXpeivied o lmpun! At For i seevloe previded by WIN) ot veill WEN be aponable for any dunagen,
SEIN ppaiiualty denies 1y mpunnﬂ]mmr e uccurudy. qnuq; o suleability olnforinbdon sbained twaugh ses sereican, |

k ﬁ‘!‘a&n- Campamy: Local chficr, L9ce| JaEvied

B03 N Adams St
Carroll, 1A 51401




WINwireless Direct Mail List Sample

Name

Dennlils Holmes
Larry'Skinner
Kenneth Stelnkamp
Doug Wurr
Heonry Otto
ClintKanne
Rilchard Wurr
Harold Janssen
RIck Brockm an
Dave Pudenz
Dennls Alspach
Rick Sievers
Kenneth Knobbe
Jerry Nleland
Jack Hensel
John Hensel
Linus Pudenz
Sean Jergen
Norman Wernlmont
JeffZiImmerman
Current Resldant
Current Resldent
ClintSigmon
Terry Finley

Arlin Slgm on
Erilc Stelnkam p
ScottJacobs
MIike Nolte
Randy Nlatland
Kelth Pudenz

J Pudenz

Melvin Pudenz
Cletus Pudenz
David Tlefenthaler
DanielHerm sen
David Lemmon
Charles W hite
Don lhrke

Kevin G. Haffm an
Paul Grote
Jason Clausen
Greg Pudenz
Leon Herm sen
David Teske
David Baumhover
Tony Potthoff
8ryan Becker
Tom Nees
CurrentResldent
Alan Brinks
Current Resldent
Boerger Resldence
Current Residant
Kenny Haugerlch
Tlgges Resldence
Kenny Vonnahme
Current Resldent
Snyder Resldence
Scott Quandt
Jeff Loe
CurrentReslident
Bruce Ridder
Current Resldent
MichaelLoew
Current Resident
Current Resident
Jamle Nleland
Gary Schm Itz

Address
i346 390th St
1391 380th St
1405 400th St
1416 380th St
1460 380 St

1465 400th §
1475 380th S
1476 370th S
1495 380th §
1507 380th §
1511 400th §
1512 390th 8§
23376 100th
3516 380th S
3615 3a80th St
3621 380th St
3681 400th St
3708 Dbakota Ave
3744 Durant Ave
3761 Flelcher Ave
3765 Yankee Ave
3768 Dakota Ave
3794 Fletcher Ave
3811 Fletcher Ave
38256 Xavier Ave
3830 Xavier Ave
3834 Dakota Ave
3875 Yankee Ave
3885 Xavler Ave
3008 Xavler Ave
3930 Yankee Ave
3974 Dakota Ave
3980 Dakota Ave
3991 Yankee Ave
15598 Ivy Ave
160th St

-

Q
o0
-h

Phoenlx Ave
Clymplc Ave
Kittyhawk Ave
Kittyhawk Ave
Highway 71
Klttyhawk Ave
3425 Klittyhawk Ave

o~ O ) =
o, ~
~oxom

whhhvoooo
o
-]
N

nN
-]
[+

3556 Mahogany Ave

1

1

1

1

1

1

1

1

1

1

13598 Highway 71
13673 Noble Ave
136883 Highway 71
13886 Jewel Ave
13904 Jewel Ava
13934 Jewel Ave
13941 Junlper Ave
13946 Juniper Ave
13950 Junlper Ave
139852 Jewel Ave
13962 Junlper Ave
13868 Jewel Ave
14009 Jewal Ave
14013 Center St

1
1
1
1
1
1
1
1
1

4026 Mt, Carmel Ave
4032 Mt.Carmel Ave

4041 Center St
4054 Center St

4058 Mt. Carmel Ave

4086 Center St
4067 JewelAve

4087 Mt. Carmel Ave

4068 Cenler St

Mohagany Ave

C Ity

Auburn
Auburn
Auburn
Auburn
Auburn

Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Auburn
Brada
Breda
Carroll
Carroll
Carroll
Carroll
Carroll
Carroll
Carroll
Carroll
Carrol!
Carroll
GCarroll
Carroll
Carroll
Carroll
Carroll
Carroll
Carroll
Carroll
Carraoll
Carroll
Carrcll
Carroll
Carrcll
GCarroll
Carroll
Carroll
Carroll
Carroll
Carroll
Carroll
Carroll
Carroll
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V\estern Lowa Netwonks.

One Company. Local Choice, Local Service.

(A

CPNI Certification Memo

Date: November 1%, 2008
To: Megan Badding
From: Denise Webber

RE: dial-up to high speed Internet

| hereby certify the attached targeted marketing pieces:

Bill Insert Bill Message

X
Direct Mail Piece Suggestive Marketing Message
eMail Message Other:

from Western lowa Networks and/or one of its subsidiary companies is in compliance with
The Federal Communications Commission (FCC) Order 07-22| No use of customer CPNI
was used without the customer’s approval.

gl
d

Megan Badding
Western lowa Networks CPNI Compliance Officer




WINspeed November 2008 Direct Mail - Carroll Dial-up Residents

Isn’t it time you switched from dial- ' i ‘
up to high speed DSL Internet? Vil N

L
Pllrovmrrgebys Sl st o4

003 N Adams  Carnil, 14 41401 i

DSL makes it easy to shop online, share holiday
! photos and videos and visit all your favorite
holiday web sites,

Check out these new speeds available in Carroll!

1VIB.....$29.%m
3M B.....$39.99.'m.o
5MB.....$49. % |

W Nspeed DSL Internee requires WIN'S telephims ssevice, n 350 installation fee, 12

manth cntract sad he mytion of feaaing or purcheting 1 modew. Rares i spects Visit us at
way vary depending upon lacation, Not all serelues ure avatlable in alf scrvice arcas.
sdvertised pricing nfar revidential anty. Cancellation of contracr will pesnie In back www.wastionet.com or ¢calf 712-775-2946

bitling, of segulaz, applicable charges tncluding any insinllatian coats that ey have " Today!
hoen waived dut Fo o premorion. :

WINspeed November 2008 Direct Mail - Other Dial-up Residents




Isn’t it time you switched from dial- ‘
up to high speed DSL Internet? 3‘ ésem o Navs

e-ee- e Lot s |

A03 N Adams Carroll, TA 51401

DSL makes it easy to shop online, share holiday
photos and videos and visit, all your favorite |

holiday web sites. i

High speed [nternet only $8 move than diai-up! !

256'(....-$29-99!mn
1 M B. ....$39.99fmo

WiNspeed DS, Internet requires WIN's relephone sereiee, 2 3840 instaltation fe, 12
month cantract and rhe oprion of leasing or purchasing & niodem. Ratys and specs Visht us at
w2y vary depending upan fucation, Not all services are svailable v all service areas, |
Advertia pricing is for rexidential enly. Cancellation of coneract will result in hack wyww. westlanet.com or call 71.2-775-2946

bitling of regular, applicable charges including sn ingrallacion costy thas may have Today!
hren waived due ta 2 promonion,

raTAmers i Acrent Class C Accolrt Number ¢ Account Statls Sarvke el Servtendcms . Service Gty .., 7
Actourt Exporer Akce Huissngas T Residentid um317m~ " acve ‘Mariz63] 2481150 113897 150th S imecads, 1A
Order Quits List AlinBSup Mueggenber  Residentid T acve sammyl 2481126 34401 150thse  Avcads 1A
Order Launch List Evelyn Wokerman Residential ‘Actve  Evelynmw | i218NDivisonst - Arcadia, 14
s St S ERIOR nss o e e e
_TheUnk Mansgeriert 3 IrichMueqgenbery  Reskdential ‘gve Dalgpseve | iz " arcadia, T
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